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Los Alamos National Laboratory

Mission

We solve national security challenges by
applying simulation, modeling and analysis to
complex systems and by providing integrated
system solutions

Our sponsors include
Department of Defense
Department of Homeland Security
Intelligence Community

Nuclear weapons program
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Los Alamos National Laboratory

Competencies (®

o’

Complex systems modeling and simulations of engineered, physical
and social systems

Engineered Bio Systems

Resilient Infrastructure Systems — Power, Water, Transportation

Urban Environments

Epidemic modeling, CBRE Dispersion, Population Mobility

Terrorist Networks

Integrated systems for field deployment Y= Y
43 -

Persistent surveillance LT — et ) Integration

Bio survelillance, including assay testing « o Ta:ym
Data analytics (""" ~ .,,,- '_Q PRI

Decision support tools i 3 g

Situational awareness tools ;s T : cﬁh |
Cyber-physical security e
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Los Alamos National Laboratory

Demographics

Division-wide
53 PhD, 17 Masters, 15 Bachelors
24% Engineering
18% Chemistry and Physics
16% Computer & Information Sciences
12% Earth, Environmental, Atmospheric
12% Mathematics, Statistics Chemistry, 2%
8% Economics
7% Biology
2% Chemistry
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Los Alamos National Laboratory

5% 4%

®m DOE Energy & Other Programs

m Nuclear Nonproliferation

B Weapons

mDHS

mDoD

m International Technology

1 Other WFO

~

| LA-UR | Operated by Los Alamos National Security, LLC for the U.S. Department of Energy's NNSA | UNCLASSIFIED | 5



Los Alamos National Laboratory

Recent Projects (&

o’
I I P < Winfrastructure Analytic
DOE Gri d Science Grid Science Threat \ Resilience Tools Solutions

Probabilistic Risk | Prob. dispatch Terrorism : Drought/Resource Sector Expertise Integrated Advanced Control

Interdisciplinary complex system V=g e
research and development project _ ?F—”TJZ _ ]
to understand future energy system & s
1h Continuum Theoretical Physics | Disease Cyber Applied Reliability/Security
reslllence I_I_:.Eynamics . - Mf:xthef\.'le?tlcls: .
Power System Engineering, —— '
MeChaniCaI Engineering’ PhySiCS’ : — < - " Extreme Weather Recovery/Restoration

Computer Science, and Optimization ™7™ =757 4
=
(JH
National Infrastructure
Simulation and Analysis = Cascading Effects in Complex
System and Restoration Dynamics
Center
) ) ) A Progress of Electrical Restoration
National security project focused on T g _
improving infrastructure system ST 0% ( ﬂ?’
resilience to all-hazards T 0%
. . - 40% 1 — NISAC
Power System Engineering, Event ‘ i
Mechanical Engineering, Civil Characterization : % o
Engineering, Physics, Computer v B e e s op oE uk

Date

Science, and Operations Research

National Nuclear Security Administration

| LA-UR | Operated by Los Alamos National Security, LLC for the U.S. Department of Energy's NNSA | UNCLASSIFIED | 6


http://images.google.com/imgres?imgurl=http://fixco1.com/xbush911.jpg&imgrefurl=http://zenpundit.blogspot.com/2006/09/recommended-reading-remembering-911-we.html&usg=__3HGyXfFk5_h2W0ZzCGGn6u21eXI=&h=550&w=492&sz=21&hl=en&start=6&um=1&tbnid=MuVQLJT3_x8IIM:&tbnh=133&tbnw=119&prev=/images?q=911&ndsp=21&hl=en&rls=com.microsoft:en-us&sa=N&um=1
http://www.oakbaypolice.org/Images/cyber_safety.jpg
http://images.google.com/imgres?imgurl=http://www.thomasgroup.com/getfile/1d3322e7-4fb9-49d3-8c49-e7a1c0f668b8/Simulation.aspx&imgrefurl=http://www.thomasgroup.com/Services/Process-Innovation/Simulation-and-Modeling.aspx&usg=__QmCmyqNTcpUTTyDYUC8jlOmeyt0=&h=645&w=1000&sz=808&hl=en&start=65&um=1&tbnid=sa3Q-qOJ0xIQzM:&tbnh=96&tbnw=149&prev=/images?q=simulation+images&ndsp=21&hl=en&rls=com.microsoft:en-us&sa=N&start=63&um=1
http://images.google.com/imgres?imgurl=http://academy.cs.rpi.edu/ne1/lab3/CCNA_LAB_3_DIAGRAM.JPG&imgrefurl=http://academy.cs.rpi.edu/ne1/lab3/index.html&usg=__WyVIEZ_idOuc07dHU8s0UBiS6XM=&h=1178&w=1737&sz=210&hl=en&start=27&um=1&tbnid=h8jrBkjH77_KtM:&tbnh=102&tbnw=150&prev=/images?q=network+redistribution+images&ndsp=21&hl=en&rls=com.microsoft:en-us&sa=N&start=21&um=1
http://images.google.com/imgres?imgurl=http://www.usmilitary.com/wp-content/uploads/2008/06/army-construction-materials-specialist.jpg&imgrefurl=http://www.usmilitary.com/3505/army-construction-materials-specialist/&usg=__rgBoaNQNicad5l0X0XU99rOpi9I=&h=378&w=378&sz=30&hl=en&start=117&um=1&tbnid=-W5iZV1DbzmocM:&tbnh=122&tbnw=122&prev=/images?q=construction&ndsp=21&hl=en&rls=com.microsoft:en-us&sa=N&start=105&um=1
http://images.google.com/imgres?imgurl=http://blog.teenmentalhealth.org/wp-content/uploads/2008/11/brain.jpg&imgrefurl=http://blog.teenmentalhealth.org/category/brain/&usg=__1cDtpIrcLR9G16WvF-mBsRsFHiA=&h=1385&w=1386&sz=967&hl=en&start=44&um=1&tbnid=2r2ewLRQT3i-VM:&tbnh=150&tbnw=150&prev=/images?q=brain&ndsp=21&hl=en&rls=com.microsoft:en-us&sa=N&start=42&um=1
http://www.google.com/imgres?imgurl=http://www.solarstorms.org/Pictures/AlaskanPipeline.jpg&imgrefurl=http://www.solarstorms.org/Spipeline.html&h=320&w=504&sz=39&tbnid=_OVUaKTZevB3pM:&tbnh=83&tbnw=130&prev=/images?q=pipeline+images&hl=en&usg=__UzWNCLtaDidYSsJnxw3OFaLsi88=&ei=0RFfS_m-Ao7usgPCqPC5Cw&sa=X&oi=image_result&resnum=4&ct=image&ved=0CBIQ9QEwAw

Los Alamos National Laboratory

Recent Projects ‘,“
Defense Systems for Global Health Security ‘\er

BioWatch: DHS program to mitigate the threat of a
bio-attacks in major US cities.

Bio Event Reconstruction Team (BERT) &
Sensor Siting — Rapid response team providing
critical data in the event of a bio threat. Complex
analysis to determine optimal placement of limited
sensor capabilities.

Quick Urban & Industrial Complex (QUIC):
Internationally utilized tool providing fast-running
state-of-the-art building and terrain-aware
atmospheric dispersion modeling of CBR plumes.

Biosurveillance Resource Directory: Web-
hosted directory that links local, national, and global
biosurveillance communities for early detection,
situational awareness, and consequence
management of health threats.

Engineered Bio Systems: Rapid assessment of
drug interactions without animal trials. Advanced
research in human/machine interfaces.

loar Security Ads
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Los Alamos National Laboratory

Recent Projects (&

s ELM 2.0 Z:\DaveO\ranking\ranking et

Extensible Logic Modeling

Formal specification-enabled expert
elicitation

Comprehensive, detailed scenario
enumeration made tractable

Threat assessments, vulnerability
assessments, consequence estimation

Fully extensible; patented method

n i Program Colsbaraton
VBED|/Cross-utting Research for Detecton Imorvements
) Cptemal Dyraemic Diatextier,

Probabillistic Effectiveness
Methodology

Unique national capability to perform
integrated assessment of many diverse
factors that contribute to the nation’s
risk of terrorist nuclear attack

National Academies reviewed

National Nuct ity Admini
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Los Alamos National Laboratory

Potential Opportunities (&

‘/

~

Persons with strong physics or engineering background, with interest in holistic systems analysis
applied research (especially for global architectures of nuclear detectors)

Computer scientist interested and/or experienced in cloud computing
Persons with strong skills in software/GUI development for application of physics based models

Computer scientist or applied mathematician interested in social media and predictive
epidemiology

Power system or mechanical engineer interested in research, development and application of
models of electric power and natural gas transmission and distribution systems

Electrical or mechanical engineer interested in research, development and application of models
of cyber-physical systems

Civil Engineer interested in research, development and application of models of water distribution
and wastewater collection systems

Computer scientist, operations researcher, or applied mathematician interested in research into
large-scale nonlinear, mixed integer optimization. Application focuses include complex
engineered networks (power, water, or natural gas systems) with problems related to system
design, system resilience, interdiction and system control

Contact: David Cremer cdcremer@lanl.gov

NISA

foar Security Administratic
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